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Prevent malicious
input in PSI




Do my
users use
these
passwords?

All passwords
of Hotmail




I’'m not crazy!
Let use PSI

Give your
passwords
and I'll check
doubles!
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Authorized Private Set Intersection
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Authorized Private Set Intersection
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Problem!!!!

| don’t want to share all

passwords!
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PARTIALLY Authorized Private Set Intersection
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PARTIALLY Authorized Private Set Intersection
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Reveal 1, 13, 37,42
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PARTIALLY Authorized Private Set Intersection
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IMPROVED Partial Authorized PSI
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Reveal 1, 13, 37, 42
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IMPROVED Partial Authorized PSI - Intersection
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IMPROVED Partial Authorized PSI
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i A\ Vector commitment;
H" Verkle tree

Reveal 1, 13, 37, 42

hﬂ\' — Proof of commitment
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Signature Verkle tree
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IMPROVED Partial Authorized PSI - Intersection

HASH(password)*r
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HASH(password)*rs HASH(password)"s
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Set sizes

Scheme Communcation (KB) Runtime (ms) Total Runtime

n m

Auth

Inter | J C

S|LAN 1Gbps 200Mbps S50Mbps
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Membership inference
attacks
use Partially Authorized PSI!
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