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Today

(Partial) Authorized PSI
Faster Partial Authorized PSI

How partial is partial? > Game
theory




Authorized Private Set Intersection

No longer
malicious input!



But....

We have to fully trust the judge....



This problem was introduced and solved by:

Re-visiting Authorized Private Set Intersection:
A New Privacy-Preserving Variant and Two Protocols
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Partial Authorized Private Set Intersection

Reveal documents on [1, 13, 37, 42]

............

oooooooooo
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But....

That is a lot of bandwidth

13



Solution 2

Paper 2025/2132
Bandwidth Efficient Partial Authorized PSI

Tjitske Ollie Koster @ Delft University of Technology
Francesca Falzon @ ETH Zurich
Evangelia Anna Markatou @ Delft University of Technology
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Solution 2 - improvement

Reveal documents on [1, 13, 37, 42]

............
oooooooooo

15



And then intersect a box?

What is a box?



Vector commitment

e Commit to values -
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Vector commitment

e Commit to values -

e Prove value x; on position i of vector

T
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Vector commitment

e Commit to values - %

e Prove value x; on position i of vector

e Verify, the proof T wrt -
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Vector commitment
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Vector commitment

e Commit to values - %

e Prove value x; on position i of vector

e Verify, the proof T wrt -
Is equal to -
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Vector commitment

e Commit to values - %

e Prove value x; on position i of vector

e Verify, the proof T wrt -

Correctness

No cheating

New
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Vector commitment
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Vector commitment
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Vector commitment

e Prove value x; on position i of vector

e Verify, the proof T wrt -

e No cheating

e Commit to values - e Correctness




Still a lot of bandwidth

Proof is of length log,(n)



Verkle tree

Vector commitment - Pointproofs
Commitment; g*1t*2a+%34* for secret a
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Verkle tree - proof

For width k,
Proof length = logy(n)
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Authorization

oooooooooo

Reveal position 6
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Intersection

Intersect

1. Build tree
2. Check commitment

—
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Authorization — math version

x; = H(my)"

Make Verkle tree
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Authorization — math version

Commitment, r

Send position 3,6,9
—

Proofs,% and {ms, mg, mo} Check elements

1.
3. Sign

s
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Intersection — math version

V

......... 1. Build tree

{11, to, Uz, Uy, Us, e, U, U7}

x; = H(m;)" yi = H(u)*®
—

Intersect - £ =x

CS=Hmyr e
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Secure

e Judge cannot learn more than
the revealed elements

e Store cannot learn more than
the intersection

e (Google cannot learn any
element

Store: no universe attack

Store: only intersection with
authorized elements
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Bandwidth efficient

Our protocol

Authorization
[ )

Indices

Intersection
[ )
[ ]

X; = H(ml-)rs
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Falzon & Markatou

Authorization

Indices
Proofs

o o

Intersection
- IV

Yi

38



It works!

e Correct
e Secure
e Bandwidth efficient
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Last question

How many elements should
the judge check?
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Where can we cheat? And not get caught...

Commitment of Elements store

—

Request of some elements

Proof of commitment of those elements
—

Signature on commitment

Signature, Elements store

—

Elements Google + Elements store
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Where can we cheat? And not get caught...

Commitment of Elements store

Request of some elements

Proof of commitment of those elements
—

Signature on commitment

Signature, Elements store

—
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Game theoretic analysis; where can we cheat?

Input {m,, m,, mz, my, ms, mg, m,, mg, my}
Judge samples p percentage of elements

Let 1 be percentage malicious elements
Probability Judge sees ?

n—np
A= 1 _( nnp )
)
Here, for np = 1, chance of seeing =10%
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Is it worth cheating?

e Loss of revealing elements to judge e $20p-n

e Gain of computing intersection e $353

e Gain of finding malicious elements e $20u-n

e Loss of getting detected o 7?7777 fine




Cost of fine to ensure Store behaves well

Percentage Fine in dollars
the judge of detected
checks cheating

Percentage
malicious elements
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Runtime protocol — green is where we do better

Set sizes Scheme Comrmuncation (KB) Runtime [ms) Total Runtin

Google  Store Auth Inter  Judge Store  Google LAN  1Ghps 2000Mbps S0Mbps
310 FM 147 202473 T50 R332 p! Q643 043 43

Verkle ! 4203 21 L8 124 A2 203 203 A3
FM Gh20 HB66E T8 13011 BIG1 9741 10301 105301 10301
Verkle 55T 4719 37 230 162 S 438 4.4 130
FM 1522546 03033 1186 10458 BIB0 | HD14% 20705 20705 M5
Verkle BT 12583 Lhs 223 aTh J410 3411 3412 J414
FM 2AIGTTO 13129387 10454 171482 BIGT | 194205 190865 199355 190855
Verkle 142459 138412 1382 35356 11076 | 47814 4ATEIT ATA2G ATRND

FI OTIATER 6644826 THULA T2THAG  BIGO | 2116400 BI2250 312250 813252
Verkle 560080 541065 4R32 166082  A0L1TG | 211046y 210009 211135 211368

L
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What did we do today?

e How to prevent malicious input in PSI?

o Solution Falzon Markatou — Partial Authorized PSI
o  Our solution — faster
o Determine percentage p — game theory

e Future research
o Post-Quantum secure

o Eliminate the judge

Contact me

Check out our eprint
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