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Advertisements

We want to 

advertise 

shoes…

We’ll sell 

you adds!
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Advertisement strategy

We sold 

shoes, but 

did they see 

the ad?

If you send 

your clients, 

I’ll tell you!

What if…
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Private set intersection

Clients who 

bought shoes

Users who 

saw ad

Intersection
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But…
Many attacks exist
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All 

internet 

users

Intersection 

– All users 
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the add
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But…
Many attacks exist
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But…
Many attacks exist

Introduce a Judge!
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Today
● (Partial) Authorized PSI

● Faster Partial Authorized PSI

● How partial is partial? → Game 

theory
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Authorized Private Set Intersection

Verified 

input

Input
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Users 

who 

saw ad

Input

Input

No longer 

malicious input!



But….
We have to fully trust the judge….
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This problem was introduced and solved by:
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Partial Authorized Private Set Intersection

Reveal documents on [1, 13, 37, 42]
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But….
That is a lot of bandwidth
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Solution 2
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Solution 2 - improvement
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Reveal documents on [1, 13, 37, 42]



And then intersect a box?
What is a box?
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Vector commitment

● Commit to values
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Vector commitment

● Commit to values

● Prove value 𝑥𝑖 on position 𝑖 of vector
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Vector commitment

● Commit to values

● Prove value 𝑥𝑖 on position 𝑖 of vector

● Verify, the proof       wrt 
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Is equal to Commit
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Still a lot of bandwidth
Proof is of length log2 𝑛
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Verkle tree

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8

Root

𝑥9

Vector 

commit
Vector 

commit

Vector 

commit

Vector commitment → Pointproofs

Commitment: 𝑔𝑥1+𝑥2𝑎+𝑥3𝑎2
 for secret a
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Verkle tree - proof

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8

Root

𝑥n

Vector 

commit
Vector 

commit

Vector 

commit
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For width k, 

Proof length =  logk 𝑛



Reveal position 6

Authorization

Commitment 

𝑥6 and proof
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Commitment 



Intersection

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9

y1 y2 y3 y4 y5 y6 y7 y8 y9

1. Build tree

2. Check commitment

Intersect
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Commitment 

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8

Commit

𝑥9

vcvcvc



Authorization – math version

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9

{𝑚1, 𝑚2, 𝑚3, 𝑚4, 𝑚5, 𝑚6, 𝑚7, 𝑚8, 𝑚9}

𝑥𝑖 = 𝐻 𝑚𝑖
𝑟

Make Verkle tree
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Authorization – math version

1. Check elements

2. Check proofs

3. Sign

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8

Commit

𝑥9

vcvcvc

Commitment, 𝑟

Send position 3,6,9

Proofs,      and {𝑚3, 𝑚6, 𝑚9} 

{𝑚1, 𝑚2, 𝑚3, 𝑚4, 𝑚5, 𝑚6, 𝑚7, 𝑚8, 𝑚9}

𝑥𝑖 = 𝐻 𝑚𝑖
𝑟
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Commitment 



Intersection – math version

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9
1. Build tree

2. Check commitment

{𝑚1, 𝑚2, 𝑚3, 𝑚4,
𝑚5, 𝑚6, 𝑚7, 𝑚8, 𝑚9}

{𝜇1, 𝜇2, 𝜇3, 𝜇4, 𝜇5, 𝜇6, 𝜇8, 𝜇7}
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{𝑦𝑖}

Intersect

𝑦𝑖 = 𝐻 𝜇𝑖
𝑠𝑥𝑖 = 𝐻 𝑚𝑖

𝑟

{ ෝ𝑥𝑖}

𝑦𝑖
𝑟 = 𝐻 𝜇𝑖

𝑠𝑟

ෝ𝑥𝑖 = 𝐻 𝑚𝑖
𝑟𝑠

Commitment 

ෝ𝑥𝑖 = 𝑥𝑖
𝑠



Secure

● Judge cannot learn more than 

the revealed elements

● Store cannot learn more than 

the intersection 

● Google cannot learn any 

element

● Store: no universe attack

● Store: only intersection with 

authorized elements
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𝑥𝑖 = 𝐻 𝑚𝑖
𝑟y𝑖 = 𝐻 𝑚𝑖

s

𝑥𝑖 = 𝐻 𝑚𝑖
𝑟s

Commitment 

𝑚𝑖 for several 𝑖

𝑟



Commitment

Bandwidth efficient

Our protocol

Authorization

● root 

● Indices

●  

●   

Intersection

●  

●  

●  

Falzon & Markatou

Authorization

● root  

● Indices

● Proofs 

●  root 

Intersection

●   

●   

●     

Commitment 𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9

𝑥1 𝑥2 𝑥3 𝑥4 𝑥5 𝑥6 𝑥7 𝑥8 𝑥9
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y𝑖 = 𝐻 𝑚𝑖
s

𝑥𝑖 = 𝐻 𝑚𝑖
𝑟

𝑥𝑖 = 𝐻 𝑚𝑖
𝑟s

y𝑖

y𝑖

y𝑖



It works!

● Correct

● Secure

● Bandwidth efficient
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Last question

How many elements should 

the judge check?

10%

30%
???
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Where can we cheat? And not get caught…

Commitment of Elements store

Request of some elements

Proof of commitment of those elements

Signature, Elements store
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Signature on commitment

Elements Google + Elements store



Where can we cheat? And not get caught…

Commitment of Elements store

Request of some elements

Proof of commitment of those elements

Signature, Elements store
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Signature on commitment

Elements Google + Elements store



Game theoretic analysis; where can we cheat?

● Input  {𝑚1, 𝑚2, 𝑚3, 𝑚4, 𝑚5, 𝑚6, 𝑚7, 𝑚8, 𝑚666, 𝑚n}

● Judge samples 𝑝 percentage of elements

● Let 𝜇 be percentage malicious elements

● Probability Judge sees 𝑚666?

● 𝐴 =  1 −
n−nμ

np

n
n𝑝

 

● Here, for n𝑝 = 1, chance of seeing 𝑚666=10% 
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Is it worth cheating?

● Loss of revealing elements to judge

● Gain of computing intersection

● Gain of finding malicious elements

● Loss of getting detected

● $20 𝑝 ⋅ 𝑛

● $353

● $20 𝜇 ⋅ 𝑛

●  ????? fine

$20
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Cost of fine to ensure Store behaves well 
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Percentage 

the judge 

checks

Percentage 

malicious elements

Fine in dollars 

of detected 

cheating



Runtime protocol – green is where we do better
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What did we do today?

● How to prevent malicious input in PSI?
○ Solution Falzon Markatou – Partial Authorized PSI

○ Our solution – faster 

○ Determine percentage 𝑝 – game theory

● Future research
○ Post-Quantum secure

○ Eliminate the judge
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Check out our eprint

Contact me
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